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"The decision we make about
security today will determine the
kind of society we live in

. tomorrow."

e Cyber Security in the
Transport Sector
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Safety tips
Cyber Security in the AN
Transport Sector Restrict access to your (

systems

The transportation sector remains particularly

vulnerable to cyber security threats due to its reliance

on technology. Traffic lights, air traffic control towers T.@; Always perform the
depend on technology to operate safely and UPDA i necessary updates

effectively. /

Some of the most common types of cyberattacks that

can target the transportation sector include malware
attacks, ransomware attacks, denial-of-service attacks, @@@
and phishing attacks. Train all your staff >

% » Apply cybersecurity best
Canwa

practices

Prepare an incident
response plan
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uﬂjﬂ/ o Over 20,000 vulnerable Microsoft Exchange
LOV servers exposed to attack

"The decision we make about
security today will determine the
kind of society we live in
tomorrow."

e Dollar Tree-data breach

e Apple urgently updates two zero-day
vulnerabilities

e
0; W e Google-patching alert
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Over 20,000 vulnerable Microsoft Exchange servers Dollar Tree -data breach

exposed to attack .
i Dollar Tree was recently affected by a third-party

Tens of thousands of Microsoft Exchange email servers R data breach that affected 1,977,486 people after
in Europe, the US and Asia are vulnerable to remote Jthe hack of service provider Zeroed-In
code execution. Technologies.

. : , Threat actors managed to steal data containing
Email systems run a software version that is currently personal information of Dollar Tree and Family

out of date, being vulnerable to multiple security issues, § Dollar employees.

some of which are rated as critical. Information stolen during the attack included
names, dates of birth and social security numbers
Read more (SSNs).
Read more

PATCHING ALERT

Apple urgently updates two zero-day vulnerabilities

Apple released emergency security updates to fix two Google-patching alert
vulnerabilities exploited in attacks affecting iPhone, iPad | Google has released security updates for seven
and Mac devices. security issues in its Chrome browser, including

a zero-day vulnerability that is being actively

The company says it addressed the security flaws for | exploited.
devices running i0OS 17.1.2, iPadOS 17.1.2, macOS

Sonoma 14.1.2, and Safari 17.1.2 Users are recommended to upgrade to version
119.0.6045.199/.200 of Chrome for Windows
Read more and 119.0.6045.199 for macOS and Linux to
mitigate potential threats.
Read more
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