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ALBANIA 2022 LOG4) FLAW: THOUSANDS OF

— . - APPLICATIONS ARE STILL VULNERABLE,

WARN SECURITY RESEARCHERS

LOGAYJ @

Months on from a critical zero-day vulnerability being disclosed in

the widely-used Java logging library Apache Log4j, a significant
number of applications and servers are still vulnerable to

cyberattacks because security patches haven’t been applied.

The National Authority for Electronic Certification and Cyber Security in
cooperation with the Geneva Centre for Security Council (DCAF), OSCE, Regional First detailed in December, the vulnerability (CVE-2021-44228)
Cooperation Council (RCC), American Chamber of Commerce in Albania, Albanian [ @llows attackers to remotely execute code and gain access to
Microfinance Association, One Telecommunications organized on April 19-21 an | systems that use Log4;.

innovative event "Regional Cyber Camp Albania" near Movenpick Hotel, Lalzi Bay. J| Not only is the vulnerability relatively simple to take advantage of,
but the ubiquitous nature of Log4j means that it’'s embedded in a

The event aimed to develop practical skills for cooperation and exchange of J vast array of applications, services and enterprise software tools
information between CSIRT’s, LEA (law-enforcement agency), and other regional | that are written in Java — and used by organisations and individuals
institutions responsible on cyber security on one side and building capacities of § around the world.

YOUth towards their education on Cyber SecuritY- https://www.cybersecurity-review.com/news-april-2022/log4j-flaw-thousands-
During the 3 days of the event, about 100 young people and 50 professionals from [ of-applications-are-still-vulnerable-warn-security-researchers/

Albania, Kosovo, Serbia, Bosnia and Herzegovina, Northern Macedonia and GOOGLE ISSUES THIRD EMERGENCY

Montenegro deepened their knowledge and exchanged best national practices in

the field of cyber security. FIXFOR CHROME THIS YEAR
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Google is issuing fixes for two vulnerabilities in its Chrome web
browser.

The emergency updates the company issued this week impact the
almost three billion users of its Chrome browser as well as those
using other Chromium-based browsers, such as Microsoft Edge,

Brave and Vivaldi.

https://tech.slashdot.org/story/22/04/15/1833246/google-issues-third-emergency-fix-for-chrome-this-
year#:~:text=Google%20Issues%20Third%20Emergency%20Fix%20for%20Chrome%20This%20Year%20(t
heregister,being%20exploited%20in%20the%20wild.
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https://securityintelligence.com/articles/retail-cybersecurity-how-to-protect-your-customer-data/
https://securityintelligence.com/articles/retail-cybersecurity-how-to-protect-your-customer-data/

