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Pérmbledhje

Andromeda éshté njé trojan modular i cili u pa pér heré té paré né 2011. Sjellja e kétij Malware
éshté aftésia e tij pér té kontrolluar nése po ekzekutohet apo korrigjohet né njé mjedis virtual duke
pérdorur teknikat e makinave anti-virtuale, funksionalitetet e té cilit mund té modifikohen pérmes
lingeve, pér shembull lingeve pér keylogger, rootkit, teamviewer, spreader etj. Trojani shkarkon
malware té tjeré nga serverat e tij té kontrollit, shpesh né ményré gé té vjedhé informacionin nga
kompjuterét e infektuar. Vendet mé té prekura jané India (24%), Vietnami (12%) dhe Irani (7%).

Kjo familje malware u referohet varianteve qé pérbéhen nga backdoors gé jané té lidhura me
botnet-in Andromeda. Malware kryesisht synon sistemet operative windows pér té krijuar njé rrjet
té pajisjeve té infektuar qé mé pas béhen pjesé e Andromeda Botnet. Infektimi realizohet nga email

me pérmbajtje “phishing”, linge té démshme pérmes mesazheve té mediave sociale.

Infected Exploit Kit
Web page (Flash, Java, old browser..)

Andromeda
Modules

Autoriteti Kombétar pér Certifikim Eletronik dhe Siguriné Kibernetike
Rruga. "Papa Gjon Pali II", Nr. 3, Kati | Tirané Shqipéri 04-22-21039
Email: info@cesk.gov.al
Web: www.cesk.gov.al



Malware-i éshté i afté té kryejé funksionet e méposhtme:

o | afté pér té krijuar “botnets” qé mund té pérdoren si nismé pér sulme té métejshme duke
shpérndaré malware té tjeré si “Ransomware” (Petya, Cerber, Troldesh), “DDoS” (Fareit,
Kasidet), “Spam bot” (Cutwail & Lethic), “Backdoor” etj.

e Eshté pérdorur si pjesé e “Botnet Avalanche”.

e Punon si njé “backdoor” gqé mund té marré komanda nga serveri i tij i kontrollit pér
shkarkimin dhe ekzekutimin e skedaréve, ose fshirjen nga sistemi.

e Vjedh informacione sensitive, té tilla si informacioni i sistemit operativ, adresa IP lokale,

“Root volume serial number”.

Ky Trojan léshon kopjet e méposhtme té veta né sistemin e prekur:

e %AIll Users Profile%\Local Settings\Temp\{random}.{random extension}
e 9%AII Users Profile%)\svchost.exe

e %AIll Users Profile%\{random}.exe

e %Program Data%\svchost.exe

e %User Temp%\{random}.exe

(Shénim: %All Users Profile% is the All Users or Common profile folder, which is
C:\Documents and Settings\All Users in Windows 2000, XP, and Server 2003, and
C:\ProgramData in Windows Vista and 7.. %User Temp% is the current user's Temp folder,
which is usually C:\Documents and Settings\{user name}\Local Settings\Temp on Windows
2000, XP, and Server 2003, or C:\Users\{user name\AppData\Local\Temp on Windows Vista
and 7.)

Modifikime té Tjera té Sistemit

Ky Trojan gjithashtu krijon regjistrimin e méposhtém té regjistrit si pjesé e instalimit:

Autoriteti Kombétar pér Certifikim Eletronik dhe Siguriné Kibernetike
Rruga. "Papa Gjon Pali lIl", Nr. 3, Kati | Tirané Shqipéri 04-22-21039
Email: info@cesk.gov.al
Web: www.cesk.gov.al



HKEY_LOCBL_MHCHINEHSYSTEM\CurrentCDntrolS
eth

Services\Sharedfccess\ Parameters),
FirewallPolicy\StandardProfile\Authorized
Applications

List

$System¥ svchost.exe =
"System%\svchost.exe:*:Generic Host

Frocess"

HKEY_LOCP:.L_DECHINE\ SYSTEM\ CurrentControls
et

Services\SharedaAccess\Parameters\
FirewallPolicyh\StandardProfile\Authorized
Applicationsh

List

{malware path and file name} = "{malwars
path and file name}:*:Enabled: {malware

file name}™

HKEY_LOCEL_MRCHINE\SYSTEM\CurrentCDntIDlS
eth

Services'\ Sharedhccess\Parametersh,
FirewallPolicyh\StandardProfile\Authorized
Applications)

List

FSystem%\msiexec.exe =
"SvstemF\msiexec.exe: *:Generic Host

Erocess"
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HKEY_LOCBL_MACHINE \VSOFTWARE\Microsofth
Windows\CurrentVersionyBRun
SunJavaUpdateSched = "%All Users

Profile%'\ svchost.exe"

HREY LOCATL MACHINE \SOFTWARE\Microsofth
Windows\CurrentVersion\policiesh
Explorer\Run

540 = "%nl]l Users Profile%\Local
Settings\Temp\ {random} . { random

extension}"

HEEY LOCAT. MACHINE \SYSTEM\CurrentControls
et

Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\Authorized
Applications

List

{malware path and file name} = "{malwares

path and file name}:*:Enabled:Marko"

HREEY LOCAT. MACHINE \SOFTWARE\Microsofth
Windows\CurrentVersion\policiesh
Explorer\Run

540 = "%All Users Profile%\{random}.exe"
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KUJDES !l

Ju rikujtojmé disa rekomandime:

e Fshini ndryshimet e sistemit té béra nga malware si p.sh. skedarét e krijuar / hyrjet /
shérbimet e regjistrit etj.

e Monitoroni trafikun e gjeneruar nga makinerité e klientit né domain dhe adresén IP té
pérmendur né seksionin e instalimit.

e Shmangni shkarkimin e software-ve pirate.

e Mbroni veten nga sulmet e “Social Engineering”.

e Skanoni sistemin e infektuar me versione té pérditésuara té zgjidhjes Antivirus

e (Caktivizo politikat e Autorun dhe Autoplay.

e Pérdorni pérdorues té privilegjuar té kufizuar (Principle of Least Privilege) né kompjuter
ose lejoni hyrjen administrative né sistemet me llogari té vecanta administrative pér
administratorét

e Mos vizitoni faget e internetit té pasigurta.

e Mos shkarkoni ose hapni linge né emaile t& marra nga burime jo té besueshme ose té marra
papritur nga pérdoruesit e besuar.

e Zbatoni njé politiké té forté fjalékalimi dhe zbatoni ndryshime té rregullta té fjalékalimit.

e Aktivizoni njé firewall personal né vendin e punés. Caktivizoni shérbimet e panevojshme
né vendin e punés dhe serverat e agjencisé. Gjithmoné ndryshoni kredencialet e

parazgjedhura té hyrjes para vendosjes né prodhim
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